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Introduction: 

                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                       The Security Council has issued a Consolidated List of the Sanctions Committee 

No. 1988, disclosed under Paragraph 36 of UN Resolution 2161 in 2014, which 

states that there are actual movements of terrorist organizations, that seek 

what the list described as the development of chemical, biological and nuclear 

weapons. This indicates that there is a possibility that such weapons will fall into 

the hands of these organizations, especially since there are international reports 

indicating the presence of a number of terrorist elements and leaders in areas 

that are working to possess nuclear material. 

The list pointed out that there were meetings between former Al-Qaeda leader 

Osama bin Laden and experts in the field of nuclear weapons.  According to the 

UN list, a close associate of Osama bin Laden indicated that he was in possession 

of nuclear materials and that he wanted to know how to use it to make a weapon. 

He provided information on the infrastructure needed for any program of nuclear 

weapons and the effects of it.1

In 2001, the Security Council passed Resolution No. 1373, in which it expressed 

concern about the link between international terrorism and the illegal transfer 

of chemical, biological and nuclear materials. According to the United Nations 

website, the most influential declaration of the Security Council on this matter 

is Resolution 1540 in 2004,  which  emphasized  that  the  spread  of  chemical, 

biological  ,radiological  and  nuclear  weapons  and  their  means  of  delivery 

constitutes  a  threat  to  international  peace  and  security2.

Also, on April 2, 2016, world leaders renewed their warning on the dangers 

of the transmission of nuclear weapons or its components to extremist and 

terrorist organizations in the world, stressing in the final statement of the 

Nuclear Security Fourth Summit in Washington - according to the Saudi Press 

Agency - that the threat of nuclear and radiological terrorism remains one of the 

biggest challenges facing international security, and that the threat is constantly 

evolving... and still there is more work to be done to prevent non-state actors 

from acquiring nuclear and other of radioactive materials that can be used for 

1 United Nations website – Bin Laden sought to develop chemical biological and nuclear 
weapons
2 ibid., Chemical, radiological and nuclear terrorism

https://www.un.org/securitycouncil/sanctions/1267/aq_sanctions_list/summaries/entity/ummah-tameer-e-nau-%28utn%29
https://www.un.org/securitycouncil/sanctions/1267/aq_sanctions_list/summaries/entity/ummah-tameer-e-nau-%28utn%29
https://www.un.org/counterterrorism/cct/chemical-biological-radiological-and-nuclear-terrorism
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malicious purpose 3.On October 27 2019, ISIS leader Abu Bakr al-Baghdadi was 

announced killed in the northern countryside of the Idlib Governorate in Syria. 

This, in conjunction with the negative effects of the Covid-19 pandemic on many 

areas, including international cooperation in the field of combating terrorism, 

has given terrorist organizations time to invest in regrouping, especially ISIS. 

The consequences of the spread of the pandemic caught the attention of ISIS, 

and it sought to develop its weapons capabilities to reach the largest number of 

victims, and diversify them to include the most widespread weapons, such as 

biological4, chemical, and nuclear weapons for use in terrorist attacks5. 

While ISIS has already obtained chemical weapons6 and carried out horrendous 

bloody operations7 (and international efforts have succeeded in thwarting 

others8), there are signs that ISIS can go further and commit more atrocities by 

exploiting the pandemic to obtain nuclear materials9 or steal nuclear secrets 

that will enable them to manufacture weapons of mass destruction, especially 

in light of the significant increase in the number of digital crimes committed 

during the pandemic10. But the international community has anticipated these 

intentions with realistic and effective moves11. For example, confronting nuclear 

terrorism was the top priority at an international meeting of the International 

Atomic Energy Agency (IAEA)12, which is the first of its kind since 2016. IAEA has 

representatives from more than 140 countries, more than 50 ministers and 2,000 

3 US White House website – Publication entitled “statement of the Nuclear Security Summit 
2016” 
4 Al-Arabiya channel televised confessions of ISIS leader Abdel Nasser Qardash, revealing the 
terrorist organization’s attempt to obtain the deadly mustared gas
5 The Russian Security Council warns in 2019 of the efforts of terrorism to use nuclear weapons 
in its attacks. 
6 The head of the Organization for the Prohibition of Chemical Waepons informs the Security 
Council of ISIS carrying out chemical attacks in syria 
7 Reuters website – Samples confirms ISIS used mustard gas in Iraq
8 The annual report of the European Police Agency “Europol” confirms that 3 ISIS attacks were 
thwarted
9 German court convicts ISIS member of pltting biological bomb attacks
10 The United Nations Institute for Crime and Justice Research warns of the escalation of 
cybercrime during the pandameic
11 The Russian Security Council expects a serious escalation of cyber terrorism in conjunction 
with the pandameic 
12 International Atomic Energy Agency conference renews concerns about the dangers of 
“nuclear terrorism” February 2020

https://obamawhitehouse.archives.gov/the-press-office/2016/04/01/nuclear-security-summit-2016-communiqué
https://obamawhitehouse.archives.gov/the-press-office/2016/04/01/nuclear-security-summit-2016-communiqué
https://www.youtube.com/watch?app=desktop&v=r7mU4LtBJ1Y
https://arabic.rt.com/russia/1026767-مجلس-الأمن-الروسي-الإرهابيون-يحاولون-الحصول-على-الدخول-إلى-الأسلحة-البيولوجية-والنووية-والكيميائية/
https://arabic.rt.com/russia/1026767-مجلس-الأمن-الروسي-الإرهابيون-يحاولون-الحصول-على-الدخول-إلى-الأسلحة-البيولوجية-والنووية-والكيميائية/
https://www.un.org/press/en/2017/sc13060.doc.htm
https://www.un.org/press/en/2017/sc13060.doc.htm
https://www.reuters.com/article/idUSKCN0VO1IC
https://www.europol.europa.eu/newsroom/news/threat-terrorism-in-eu-became-more-complex-in-2018
https://www.europol.europa.eu/newsroom/news/threat-terrorism-in-eu-became-more-complex-in-2018
https://www.france24.com/en/20200326-tunisian-handed-ten-years-for-ricin-bomb-plot-in-germany
http://www.unicri.it/news/cyber-crime-during-covid-19-pandemic
https://tass.com/pressreview/1214513
https://www.iaea.org/newscenter/pressreleases/iaea-ministerial-conference-commits-to-strengthening-nuclear-security-amid-concerns-about-global-threats
https://www.iaea.org/newscenter/pressreleases/iaea-ministerial-conference-commits-to-strengthening-nuclear-security-amid-concerns-about-global-threats


6
The Great Threat: Extremism and the Spread of Nuclear Terrorism

experts in the field of international nuclear security13. During the meeting, IAEA 

explained that nuclear security represents a growing international concern about 

a possible cyberattack on a nuclear power plant, or illicit trafficking in radioactive 

materials. The meeting also issued a declaration urging states to continue to 

strengthen the universality of international conventions and agreements to 

suppress nuclear terrorism14. The agency called for urgent funding of $20 million 

to the Nuclear Security Fund15, which received an immediate response from the 

Kingdom of Saudi Arabia, which paid $10 million16. The IAEA also announced 

the start of work to establish a specialized center to combat nuclear terrorism, 

in cooperation with and under the supervision of the agency. 

In the following report, the Global Center for Combating Extremist Ideology 

(Etidal) reviews the dangers of terrorist organizations obtaining nuclear 

weapons, and the extent to which these organizations deliberately employ 

different strategies to spread ideas and narratives that incite violence, hatred 

and extremism through media platforms or ideological theses that support or 

adopt its ideas and orientations.

1. Types of Nuclear Terrorism

With global recognition of the issues of nuclear terrorism, what is known as global 

nuclear security has become one of the foundations of international peace and 

security, and the resulting treaties and binding international agreements from 

among its objectives are the detection of unauthorized criminal or intentional acts 

involving nuclear materials or radioactive materials, as well as the associated 

facilities or activities. Those acts are addressed through the following methods:

1.1 Theft of Nuclear Materials 

With hundreds of nuclear reactors in the world, nuclear research facilities and 

large quantities of nuclear materials and radioactive materials under transport 

and storage, extremist organizations consider them a target for theft or robbery17 

that can lead to the production of nuclear weapons especially in poor nuclear 

13 “IAEA” : Radioative materials attracts “groups with malicious intent” 
14 IAEA Ministerial Declation 2020
15 The International Atomic Energy Agency appeals to the international community for 20 milion 
in funding
16 King Abdullah City for Atomic and Renewable Energy: The Lingdom donates 10 million to 
establish a center to combat nuclear terrorism
17 IAEA Webiste – Security Aspects of Nuclear Facilities 

https://news.un.org/en/
https://www.iaea.org/sites/default/files/20/02/cn-278-ministerial-declaration.pdf
https://www.iaea.org/newscenter/news/countries-to-provide-us-20-million-to-iaea-nuclear-security-fund
https://www.iaea.org/newscenter/news/countries-to-provide-us-20-million-to-iaea-nuclear-security-fund
https://www.energy.gov.sa/en/mediacenter/news/Pages/المملكة-تتبرع-بـ-10-ملايين-دولار-لإنشاء-مركز-لمكافحة-الإرهاب-النووي.aspx
https://www.iaea.org/topics/security-aspects
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security culture situations18. Even though all nuclear activities require extreme 

care and security to prevent theft, in-depth analysis of a number of radiological 

and nuclear incidents showed that weaknesses in safety culture or security (or 

both) have been one of the most important root causes of nuclear incidents in 

general19. Annually, about 20 million shipments of nuclear and other radioactive 

materials are transported regularly inside the country and across borders for 

peaceful uses in industry, agriculture, medicine, and scientific research20.

The theft of nuclear materials is not limited to robberies by terrorist 

organizations directly, it may also be through the hacking of nuclear facilities 

by employees or contractors21, who have also been found to steal nuclear or 

radioactive materials. In addition, there have also been incidents where data 

for sensitive nuclear designs has been stolen, and may possibly be accessible 

to terrorists. International organizations are trying to combat this by calling for 

the establishment of special programs to verify and monitor all personnel who 

have access to nuclear and radioactive materials, as well as providing training 

programs to raise awareness about the potential threat of hacking by terrorist 

groups 22.

The International Atomic Energy Agency has recorded more than 2,200 such 

incidents since the database was created in 199523, which 117 countries 

provide information and updates to. Although most of these incidents were 

minor, however, some of them are dangerous, and the whole situation indicates 

dissatisfaction with the operations of securing nuclear materials, and protecting 

them from falling into the hands of terrorists, especially since one of the main 

risks lies in the possibility of their use to make conventional explosives24, which 

are available to many organizations.

In 2014, when the terrorist organization ISIS announced its expanded activities, 

the International Atomic Energy Agency, raised a new alarm based on about 

18 Ibid., s report entitled “Culture for Saftey, Security Program “
19 ibid., a publication entitled “Culture of Safety and Security” 
20 ibid., a publication entitled “ A moving target.. Nuclear security during transportation”
21 Ibid., a publication entitled “Nuclear Facility: Form Securing a Nuclear to Securing the State”
22 Interpol website, publication entitled “Radioactive and Nuclear Protection Activites” 
23 The IAEA database is the world’s most reliable source of information on the illicit trade in 
weapons of mass destruction
24 Statement issued by the Director General of the International Atomic Energy Agency “Yukia 
Amano 2012”

https://www.iaea.org/sites/default/files/culture_for_safety_leaflet.pdf
https://www.iaea.org/topics/safety-and-security-culture
https://www.iaea.org/nuclear-security/a-moving-target
https://www.iaea.org/bulletin/nuclear-security/nuclear-security-from-securing-one-nuclear-facility-to-securing-the-nation
https://www.interpol.int/en/Crimes/Terrorism/Radiological-and-Nuclear-terrorism/Radiological-and-nuclear-prevention
https://www.iaea.org/newscenter/statements/statement-future-prospects-nuclear-energy
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140 reports of disappearance or unauthorized use of nuclear and radioactive 

materials - most in small quantities - which can be used in explosive devices that 

terrorist organizations know how to make25. While the theft of these materials 

did not exceed the 50 kilograms of Uranium needed to create a Hiroshima-like 

nuclear bomb26, it still meant that terrorists were one-step closer to achieving 

this ultimately. The risks associated with the theft of nuclear materials depend 

primarily on the ability of extremist organizations to bear the risks of nuclear use, 

then provide the required technical expertise and to have knowledge in nuclear 

technology, especially that enrichment process that requires highly advanced 

facilities. However, changing terrorism dynamics may produce an incubating 

environment that will address the above obstacles to obtaining and accessing 

nuclear capabilities, so the currently lack of technical nuclear capacity is not 

really a limitation in the long run. This is, of course, if we assume that terrorist 

organizations do not develop human capabilities in this field themselves and so, 

no longer need to retain experts in nuclear and radioactive fields that they used 

to seek to recruit before27.

1.2 Vandalizing Nuclear Facilities

The worst-case scenario in this context would be an attack on a facility that 

includes nuclear weapons, as Al-Qaeda leaders threatened in the 1990s.  

Technically, the arsenal of nuclear weapons currently available to nine countries 

in the world are stored in facilities protected by military entities and are under 

heavy security that prevent them from the dangers of vandalization and hacking. 

However, when it comes to nuclear capabilities in more civilian settings, such 

as research centers and universities, the greatest challenge is protection from 

extremist organizations, especially with the emergence of recent innovations in 

small missile systems that are more mobile, such as drones. The United States 

anticipated these risks as early as the 1990s, when it implemented security 

programs for its nuclear facilities that included simulating mock terrorist attacks, 

but since then, the United States has published frightening statistics showing 

that 47% of nuclear power plants did not successfully counter simulated attacks 

carried out by the Nuclear Regulatory Authority28.

25 Reuters – “Missing radioactive material could be used to make a dirty bomb” 
26 CNN- ISIS may be able to reach a nuclear weapon, so does the world have the ability to 
respond?
27 BBC – France: Nuclear scintist accused of links to terrorism 
28 US National Center for Biotechnology Information – “Nuclear Terrorsm” publication

https://www.reuters.com/article/idUSBREA2K10W20140321
https://arabic.cnn.com/world/2016/04/04/nuclear-terrorism-threat-cirincione
https://www.bbc.com/arabic/worldnews/2009/10/091013_wb_france_scientist_nuclear_tc2
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC1122278/#B3
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The threat of terrorist exploitation of nuclear capabilities has always loomed on 

the horizon, whether we think about the plans by a secret organization to destroy 

a nuclear facility in Sweden in 1992 or German intelligence’s discovery of plans 

to sabotage a nuclear power plant in Lithuania in 1994. In 1996, the Russian 

Nuclear Regulatory Agency received a tip-off of an attempt by a Chechen militia 

group to target the Balakovo NPP nuclear plant29, followed by similar attempts in 

later years, such as in 1995, when a small amount of Caesium-13730 was released 

by Chechen militants in a park in Moscow. In 2007, two armed groups attacked 

the Pelindaba compound in South Africa31, which – at the time - stored nearly 

a quarter of a ton of nuclear material. This incident led to the establishment of 

the International Nuclear Security Agency the following year 32. More recently, 

Belgian intelligence expressed fears that the 2016 attacks targeted the country’s 

nuclear power plants33. 

 Fears of nuclear sabotage are growing, due to the potential to scatter radioactive 

materials  ,cause  extreme economic  and  health  damage ,global  terror  and  the 

prevalence  of  terrorist  extortion  .It  is  worth  noting  that  disruptive  terrorist 

activities may take a form other than conventional terrorist attacks on nuclear 

facilities: in the cyber domain, which is the most serious challenge now and in 

the forseeable future.

 1.3 Black Market     

In May ,2015 ISIS announced their desire to obtain a nuclear weapon34. Despite 

this shocking announcement, it was clear that the terrorist organization had no 

technical nuclear expertise even during its great power stage between 2014-

2015. The group then resorted to trying to purchase nuclear weapons, using 

their large revenues at that time, which had reached about $80 million a month35. 

Two months before ISIS announced their desire to buy an atomic bomb, there 

was another incident to sell nuclear materials36.  

29 Belfer Center for Science and International Affairs – Report “The common Threat 
Assessment between the united States and Russia on Nuclear Terrorsm” 
30 Cesium – 137 is a radioactive isotope that is one of the products of nuclear fission
31 The New York Times, “Break – in at Nuclear site baffels South Africa, 15 Novermber 
32 Global Nuclear Security Commission: an organization that seeks to prevent nuclear terrorism 
and enhance global nuclear security, in cooperation with the International Attomic Energy 
Agency
33 The New York Times, Belgium fears that Nuclear Plants are vulnerable- March 25
34 An ISIS publication- May 2015
35 Time magazine – ISIS makes 80 million dollar monthly in revenue 
36 Independent newspaper -  ISIS claims it could buy its first nuclear weapon 

https://web.archive.org/web/20160528061617/http:/belfercenter.ksg.harvard.edu/files/Joint-Threat-Assessment ENG 27 May 2011.pdf
https://www.nytimes.com/2007/11/15/world/africa/15joburg.html
https://www.nytimes.com/2016/03/26/world/europe/belgium-fears-nuclear-plants-are-vulnerable.html
https://time.com/4139562/isis-80-million-monthly-revenue/
https://www.independent.co.uk/news/world/middle-east/isis-claims-it-could-buy-its-first-nuclear-weapon-pakistan-within-12-months-10270525.html
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In the five years preceding ISIS’ announcement, law enforcement authorities 

in some parts of Eastern Europe foiled four separate attempts by gangs that 

sought to sell radioactive materials to extremists. In 2010, three individuals were 

arrested for selling enriched uranium. In 2014, investigators thwarted an attempt 

to sell unenriched uranium to a potential buyer in the Middle East for $15,000. 

Six of the smugglers were arrested, while five others were able to escape, fleeing 

with nuclear materials in their possession 37. Two months before ISIS announced 

their desire to buy an atomic bomb, there was another incident to sell nuclear 

materials38. 

These five years mark only one episode in the nuclear materials’ black market, 

but similar incidents have taken place both before and after this, which cannot be 

forgotten. In 1996, Al-Qaeda’s second-in-command Ayman Al-Zawahiri, sought 

to buy nuclear materials from Chechen extremist groups in conjunction with the 

intense global search for nuclear materials that disappeared after the collapse 

of the Soviet Union, to prevent extremist’s accesses. Western security reports 

have confirmed that Al-Qaeda had already bought 20 nuclear bags for $30 

million in cash and two tons of refined heroin in laboratories in Afghanistan39. 

The attempts of terrorist organizations to purchase nuclear materials did not 

stop very recently. In 2016, six people were arrested in Georgia while attempting 

37 BBC website – “Ateempts to smuggle nuclear weapons thwarted” to the Middle East
38 Associated Press investigation: Nuclear black market hunts for extremists 
39 CIA Online Library – Declassified Security Assessment “ Al – Qaeda Has Nuclear weapons” 

Belgium’s fears that nuclear plants are at risk

Breakthrough of a nuclear site confuses

 South Africa

https://www.bbc.com/arabic/worldnews/2015/10/151007_nuclear_smuggling_deals_thwarted_in_moldova
https://apnews.com/article/6fd1d202f40c4bb4939bd99c3f80ac2b
https://www.cia.gov/
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to sell more than one kilogram of uranium in the black market for three million 

dollars40, this being the second arrest of its kind in a month41.    

1.4 Producing Nuclear Weapons       

Technically, the production process is the hardest and most complicated obstacle 

for terrorist acquisition of a nuclear weapon, so claims that the production 

process is easy, are wrong. However, those who say that building a primitive 

nuclear device is impossible or difficult are mistaken42 even more. That truth was 

founded on facts, the most important of which was that terrorist organizations 

seek ways to produce nuclear weapons, as well as the absence of accurate 

information on how much nuclear materials these organizations actually have 

that could be used in the process of producing a nuclear weapon.

There are precedents to this pattern, where despite the difficulty, Osama Bin 

Laden established laboratories in 1993. In 1996, Abu’  Ubayda  al-Banshiri  ,a 

member of Al-Qaeda, met his death during a marine incident at Lake Victoria 

while attempting to reach South Africa to steal materials that could be used in 

producing nuclear weapons. In the same year in Egypt, Ayman al-Zawahiri, leader 

of the Egyptian Islamic Jihad at the time, was  captured  in  one  of  the  former 

republics of the Soviet Union while illegally attempting to acquire materials to 

be used in producing nuclear weapons .Two years prior to the official merger of 

his movement with Al-Qaeda and his assumption of group’s nuclear interests, 

he recruited Yazid Sufaat ,an expert in biological weapons ,who has been on the 

United Nations Security Council’s terrorism lists43, for his efforts in  developing 

Anthrax ,as part of Al-Qaeda’s pursuit to produce weapons of mass destruction. 

In ,1998 Al-Qaeda bought 20 nuclear warheads, using its specialists to extract 

uranium and plutonium to be reproduced and placed in small nuclear bombs that 

would be easier to move. In 2001, according to one of the interviews released 

by the organization, Al-Zawahiri pointed out Al-Qaeda’s intentions regarding the 

production of nuclear weapons when he said: “If you had 30 million dollars, go 

to the black market and call any disgruntled scientist and you will provide many 

smart bombs”.  During raids on Al-Qaeda’s locations in Afghanistans ,documents 

40 Reuters – detains six it says were trying to sell uranium 
41 Euronews – 5 people arrested for selling uranium in Georgia 
42 US Government Publication Office – Quote from Harolf Agnew, former chief of Los Ala,os 
National Labrotory in a report to the Relations Committee
43 United Nations website – Security Council resolution to include Yazid Sufa on the lists of 
terrorism

https://www.reuters.com/article/us-georgia-uranium-idUSKCN0XF1HM
https://arabic.euronews.com/2016/04/28/georgia-foils-plot-to-sell-radioactive-uranium
https://www.govinfo.gov/content/pkg/CHRG-107shrg80848/html/CHRG-107shrg80848.htm
https://www.govinfo.gov/content/pkg/CHRG-107shrg80848/html/CHRG-107shrg80848.htm
https://www.un.org/securitycouncil/sanctions/1267/aq_sanctions_list/summaries/individual/yazid-sufaat
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and drawings were found that prove the organization’s efforts to produce nuclear 

bombs (referred to as ”big bombs“ by the group). This was also apparent44 from 

the September 11th mastermind, Khalid Sheikh Mohammed’s interrogation, 

where he provided details about Al Qaeda’s nuclear and biological weapon 

programs, that have since been curtailed by global efforts to combat terrorism45.

ISIS’s most explicit attempts to acquire and produce nuclear weapons was in July 

2014 when the group stole nuclear materials from the University of Mosul. The 

UN has received a formal notification to this regard; stating that the materials 

acquired by ISIS are enough to be used in producing weapons of mass destruction, 

as the materials were hidden in two Cobalt60 hiding places. Subsequent to that 

incident, global efforts to combat ISIS have crippled the organization’s activates 

that sought to produce nuclear weapons46.

44  The Institute for Science and International Security publishes photos and documents 
attributed to Al-Qaeda outlining its nuclear weapons program.
45  Foreign Policy Magazine, Al-Qaeda’s Quest for Weapons of Mass Destruction – January 25, 
2010
46 Asharq Al-Awsat Newspaper, “ISIS” got a “Dirty Bomb” and did not know how to use it – July 
24, 2017

Al-Qaeda considered attacks by weapons of mass destruction during training and before the September 

11th attacks.

https://isis-online.org/terror/cnnstory
https://isis-online.org/terror/cnnstory
https://foreignpolicy.com/2010/01/25/al-qaedas-pursuit-of-weapons-of-mass-destruction/
https://foreignpolicy.com/2010/01/25/al-qaedas-pursuit-of-weapons-of-mass-destruction/
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It seems that ISIS’ strategy to produce weapons of mass destruction has largely 

depended on recruiting experts and scientists that can produce the poisonous 

Mustarg Gas47, in addition to other chemical weapons after taking over Mosul 

back in 201448.

However, as previously mentioned, producing nuclear weapons is not that of an 

easy thing to do, despite the rapid spread of technical knowledge, and the ability 

of terrorist organizations to recruit specialized experts49, for the production 

process requires overcoming some highly complicated technical obstacles in 

order to produce the nuclear explosive50, in addition to overcoming performance 

and safety requirements.

2. Ideological Motives

Currently, international institutions have committed to execute a perspective 

study on Nuclear Terrorism for the next five years51; as attempts by terrorist 

organizations to acquire nuclear weapons are very real. This indicates that there 

is a strategy that prevails over history and the surrounding circumstances, in 

addition to motives put forth by radical organizations to accomplish nuclear 

capabilities, including:

47  The World Health Organization defines it as a deadly gas that affects the bronchus of the 
lungs when inhaled, causes pain before slow death, and it has no antidote
48 Asharq Al-Awsat Newspaper of London, “Chemical Expert” admits in helping ISIS – January 
23, 2019
49 IAEA website – Nuclear Terrorism Threat Report
50 The American Al-Hurra channel Website, “The Most Dangerous Woman” ... Who is the 
chemical expert of ISIS? – September 13, 2019
51 INTERPOL Website, Five years Project to Study the State of Nuclear Terrorism Announced – 
November 2020

CIA : al-Qaeda has nuclear weapons

http://www.emro.who.int/ceha/information-resources/mustard-gas-fact-sheet.html
http://www.emro.who.int/ceha/information-resources/mustard-gas-fact-sheet.html
https://inis.iaea.org/collection/NCLCollectionStore/_Public/32/057/32057757.pdf?r=1&r=1
https://www.alhurra.com/iraq/2019/09/13/المرأة-الأخطر-هي-خبيرة-داعش-الكيمياوية؟
https://www.alhurra.com/iraq/2019/09/13/المرأة-الأخطر-هي-خبيرة-داعش-الكيمياوية؟
https://www.interpol.int/en/News-and-Events/News/2020/INTERPOL-and-UN-launch-initiative-on-CBRNE-terror-threats
https://www.interpol.int/en/News-and-Events/News/2020/INTERPOL-and-UN-launch-initiative-on-CBRNE-terror-threats
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2.1 Instigation

Terrorist leaders and extremist idelogues have consistently issued fatwas calling 

for the acquisition and development of nuclear capabilities, citing qualitative 

religious justifications, including but not limited to:

              

In 1998, Osama bin Laden issued a fatwa that resembled a major transition from 

ideology to reality. He considered the acquisition of weapons of mass destruction 

to be a religious obligation52. The fatwa was founded on baseless arguments, and 

misutilized religious texts and ideas in order to gain legitimacy. In the same year 

that bin Laden  planned the September 11 terrorist attacks53, Al-Qaeda members 

in their camps at Afghanistan found the means to acquire a nuclear bomb, in 

relatively small amounts of high-enriched uranium, or plutonium, the size of an 

orang or grapefruit.

In 1999, bin Laden reissued his fatwa in an interview with an American magazine54. 

Despite the start of the War on Terror after the September 11th attacks, terrorist 

organizations have not stopped seeking to acquire nuclear weapons55, as can be 

seen by Al-Zawahiri’s reuse of bin Laden’s fatwa in 200856, and his justification 

of nuclear attacks as a religious obligation - even if they killed women, children, 

the elderly, and any other civilians – on the grounds of necessity and deterrence.

52 Investigation Committee Report in September 11 Attacks 
53  Nuclear Threat Initiative – Al-Qaeda Researched in WMD Attacks During Training Prior to 
September 11
54  TIME Magazine, January 11, 1999, No.
55 Nuclear Threat Initiative, US Vice Presedent Warns of Terrorists’ Continued Interest in Weap-
ons of Mass Destruction 
56 Al-Watan Saudi newspaper, Al-Qaeda’s nuclear ambitions.

A picture from the September 11th investigation committee

https://www.911commission.gov/report/911Report.pdf
https://www.nti.org/gsn/article/al-qaeda-operatives-discussed-wmd-attacks-while-training-prior-to-911-report-says/
https://www.nti.org/gsn/article/al-qaeda-operatives-discussed-wmd-attacks-while-training-prior-to-911-report-says/
https://www.nti.org/gsn/article/cheney-warns-of-terrorists-continued-interest-in-weapons-of-mass-destruction/
https://www.nti.org/gsn/article/cheney-warns-of-terrorists-continued-interest-in-weapons-of-mass-destruction/
https://www.alwatan.com.sa/article/69082
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Prior to his killing in 2011, Anwar al-Awlaki, leader of Al-Qaeda in Yemen, wrote 

an article that was published in the group’s Inspire magazine, through which he 

called for developing and deploying biological weapons, and to use them against 

population centers, in an attempt to terrorize states that combat the terrorism of 

the organization57:

2.2 Shock and Awe

Terrorist organizations in the world have a deeply polarized world view where 

only they possess the absolute truth and therefore have to fight everyone else58. 

Violent terrorist strategy, is therefore, closely linked to a media strategy that uses 

propaganda to diminish the other. Efforts to acquire or develop nuclear weapons 

are no different and can be explained as a ”policy of destructive coercion“, 

practiced as a desperate attempt to enforce its terrorist expansion in different 

areas, under the pretext of practicing propagandist behaviors.

It is clear that terrorist organizations haven’t, until now, used nuclear weapons. 

However, the announcement by terrorist organizations of their desire to acquire 

those capabilities is an example of their ”shock and awe“ strategy59 they have 

adopted as a form of psychological warfare that is designed to strike fear in 

others; whether by committing bloody massacres, broadcasting horrifying 

videos, or through the use of non-traditional means in terrorist operations, such 

as the biological attacks perpetrated by ISIS in Syria and in Iraq, to terrorize 

people in order to facilitate controlling them, and to deter them from attacking 

the organization. Prior to these operations were the September 11th attacks 

57 US Government Publishing Office, Congressional Hearing Report on Terrorism of Mass 
Destruction - November 2012
58  Asharq Al-Awsat Newspaper, An Article Entitled: The Psychological Explanation of 
Extremism and Terrorism - June 5, 2017
59  UN Website, Ban Ki-moon calls for countering violent extremism - February 2015

A picture of a hearing on: terrorism, the complete destruction

https://www.govinfo.gov/content/pkg/CHRG-112hhrg81131/html/CHRG-112hhrg81131.htm
https://www.govinfo.gov/content/pkg/CHRG-112hhrg81131/html/CHRG-112hhrg81131.htm
https://aawsat.com/home/article/943816/التفسير-النفسي-للتطرف-والإرهاب
https://aawsat.com/home/article/943816/التفسير-النفسي-للتطرف-والإرهاب
https://news.un.org/en/
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that expressed the bloody desire of terrorism, and confirmed that theoretical 

probabilities of terrorist behavior could transform into a real danger, even if they 

at some point were limited to intimidation60.

3. Challenges to Nuclear Security

The world hasn’t realized that terrorists could be the top aspirants to exploit 

scientific research developments. In the first half of the past century, the United 

States’s ability for development in the nuclear field was considered a hugely 

historic transformation in the field of scientific research. While space research 

took significant room in that period of time, the development of armaments 

imposed itself due to many considerations, mainly the two world wars. Due to 

intelligence being at the top of the supremacy factors’ list, the United States 

has attracted many great human minds, amongst which was Einstein, who 

directed a message on August 2nd 1939 to US President Roosevelt, suggesting 

that the US store uranium ore to produce nuclear weapons61. This was shown in 

the production of nuclear weapons through the Manhattan Project, which was 

known as ”The Dawn of the Atomic Age“, followed by the Soviet project in 1946. 

This constituted the successive proliferation of nuclear weapons production in 

a number of states, until The Nuclear Club, which consists of nine states, five of 

which are members of the Treaty on the Non-Proliferation of Nuclear Weapons 

(NPT), and are as the following: The United States, Russia, China, France and 

Britain; in addition to four non-member states: India, Pakistan, North Korea and 

Israel.

Terrorist organizations, in light of this huge proliferation of nuclear capabilities, 

were seeking to acquire nuclear weapons, and use them in their bloody 

operations. Up until now, current challenges have contributed in the continuation 

of this danger, which caused a global fear. According to surveys done in the 

United States in 2007, two out of five people suggest that it is possible that 

terrorists may detonate a nuclear bomb62. 

60  United States Military Academy “WEST POINT”
61  TIME Magazine Publishes a Text of “Einstein’s Nuclear Letter” to President “Roosevelt”
62 A Survey for Harris Foundation for Opinion Research

https://ctc.usma.edu/lessons-islamic-states-milestone-texts-speeches/
https://time.com/5641891/einstein-szilard-letter/
https://theharrispoll.com/wp-content/uploads/2017/12/Harris-Interactive-Poll-Research-War-On-Terror-06-21-07.pdf
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3.1 Extreme Ideologies

The persistence of the extreme ideology that feeds terrorism is considered the 

ultimate challenge facing efforts of global organizations in preventing extremist 

organizations from acquiring nuclear capabilities. This means that confronting 

nuclear terrorism must first start with eliminating what drives terrorism in general, 

in addition to eradicating extremist ideologies, eliminating factors of recruiting 

and attracting new extremists, improving the standard of living, putting an end to 

social gaps, and enhancing national belonging. Also, adopting a comprehensive 

approach that isn’t limited to the security-related combating of extremism; but 

exceeds that by taking preventive and methodical steps to address the underlying 

conditions that drive individuals into extremism and being a victim to violent 

extremist groups’ networks63.

It is worth mentioning that the emergence of what are known as extremist 

organizations in various states in the Middle East during the last decade has 

strongly contributed in feeding the extremist ideology in general, and has 

increased opportunities for these organizations to acquire nuclear weapons. 

This can be seen in the Muslim Brotherhood’s acquisition of nuclear back in 

2006, as the Brotherhood claimed that ”Egyptians are ready to starve themselves 

in order to acquire a nuclear weapon“64 while the government opposes all that 

could allow the proliferation of nuclear armament in the region and in the world.

63 ESCWA Website (UN) - Conference on “The International Panel on Exiting Violence” 
64 Institute for Science and International Security - US Nonproliferation Strategy in the Middle 
East Report 2013

Director General of the Organization for the Prohibition of Chemical Weapons reports to the UNSC of ISIS’ 

use of chemical gas.

https://archive.unescwa.org/oes-speeches/conference-international-panel-exiting-violence
https://isis-online.org/uploads/isis-reports/documents/FinalReport.pdf
https://isis-online.org/uploads/isis-reports/documents/FinalReport.pdf
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The issue is increasingly becoming dangerous, as extremist ideologies take 

control of power by force; precisely as the Houthi militia did in Yemen. Prior 

to 2015, Yemen was known for its non-acquisition of nuclear weapons, and its 

support for efforts of the Non-Proliferation of Nuclear Weapons. However, the 

IAEA is now uncertain about this due to the absence of the Agency’s observational 

power since the coup of the Houthi militia on the legitimate65 government of 

Yemen, and its acquisition of missiles capable of carrying nuclear warheads66, 

as this brings about the possibility of what the Chechen separatist militias did 

when they threatened to use nuclear weapons in the North Caucasus region67; 

not to mention that Yemen had previously owned one warehouse of radioactive 

materials that are meant for peaceful use. It is worth mentioning that the United 

States had previously warned about the poor observation systems in Yemen.

 3.2 Non-Proliferation System Confused

In 197068, the non-proliferation of nuclear weapons system started with two 

fundamental bases, which are the non-proliferation of nuclear weapons, by 

refusing any new member to The Nuclear Club, and the disarmament of the already 

existing atomic weapons. The duration of the treaty on the Non-Proliferation of 

Nuclear Weapons (NPT) was set for 25 years, but in 1995, it was extended for life. 

Despite the success of the international system in South Africa’s disarmament of 

nuclear weapons in the 1990s, and the disarmament by former Soviet republics 

of their nuclear arsenal, some members of the international system, in addition 

to states that signed the Treaty on the Non-Proliferation of Nuclear Weapons 

(NPT), still have aspirations of acquiring nuclear weapons (e.g. North Korea in 

2003 opted out of the Treaty and conducted a full nuclear test in 2006). This was 

at the time when reports confirmed North Korea’s sale of advanced weapons to 

terrorist organizations in the Middle East, primarily Hezbollah and Hamas69. 

That global atmosphere was disappointing to the hopes of the international 

system, which sees that proliferation means more opportunities are provided 

to terrorist organizations. Thus in 2005, the international system adopted the 

65 Nuclear Threat Initiative - The Case of Yemen
66 Russian Sputnik Agency Website … Nuclear Missiles Threaten the Arabian Peninsula
67 The Belfer Center for Science and International Affairs – Report on “The Joint Threat 
Assessment of the United States and Russia on Nuclear Terrorism”
68  IAEA Website - Text of the Nuclear Non-Proliferation Treaty
69 Reuters: North Korea may have helped Hezbollah 

https://www.nti.org/learn/countries/yemen/
https://arabic.sputniknews.com/world/201712051028090264-الحوثيون-صاروخ-محطة-نووية-ابوظبي/
https://web.archive.org/web/20160528061617/http:/belfercenter.ksg.harvard.edu/files/Joint-Threat-Assessment ENG 27 May 2011.pdf
https://web.archive.org/web/20160528061617/http:/belfercenter.ksg.harvard.edu/files/Joint-Threat-Assessment ENG 27 May 2011.pdf
https://www.iaea.org/sites/default/files/publications/documents/infcircs/1970/infcirc140_ar.pdf
https://www.reuters.com/article/us-korea-north-terrorism-idUSN126891920071213
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International Convention for the Suppression of Acts of Nuclear Terrorism. The 

convention not only specified the proliferation of non-nuclear weapons70, but 

also the absolute prohibition of transferring, developing, testing, producing and 

storing nuclear materials; not to mention prohibiting dealing with any terrorist 

organization, and preventing lethal weapons to fall into the hands of extremists.

The international system’s concerns about disarmament have been in sharp 

decline for over a decade, starting in 2010, when members were in dispute during 

the Review Conference of the Treaty on the Non-Proliferation of Nuclear Weapons 

(NPT), during an international conference to establish a nuclear weapon-free 

zone in the Middle East was scheduled for the end of 2012. Furthermore, the 

2015 review conference failed to adopt a final consensus document on the non-

proliferation of nuclear weapons. The same year ISIS announced its pursuit of 

nuclear capabilities71.

In 2016, the review meetings of the Treaty on the Non-Proliferation of 

Nuclear Weapons (NPT)ended without reaching tangible results, although the 

international community once again acknowledged the dangers of ISIS seeking 

to produce a nuclear weapon, by relying on laboratories in Iraq72.

70 Text of the International Agreement for the Suppression of Nuclear Terrorism – UN 2005
71 CNN: ISIS Post - May 2015 
72 BBC: Former US President Barack Obama warns of terrorism acquiring nuclear weapons - 
2016

https://www.unodc.org/documents/congress/background-information/Terrorism/Nuclear_Terrorism_Convention_Arabic.pdf
https://www.bbc.com/news/av/world-us-canada-35948480
https://www.bbc.com/news/av/world-us-canada-35948480
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In an attempt to bridge the gaps that terrorism sees as potential ways to access 

to nuclear weapons, the United Nations in 2017 adopted the Treaty on the Non-

Proliferation of Nuclear Weapons (NPT), and oversaw two rounds of negotiations 

in March and in June of the same year, but it was faced with an impacting boycott, 

before 122 states agreed to the Treaty during its general assembly meetings in 

2017, and then 50 states ratified the Treaty, which was the number that qualified 

it for entry into force in January 202173.

 3.3 Nuclear Warhead Arsenal        

An observer might be reasonably optimistic that there might come a time when 

there are zero nuclear weapons in the world. In 1968, the world’s nuclear arsenal 

consisted of 70,000 nuclear warheads, that gradually came down to 25,000 

warheads in 201074, before reaching the current level of 13,400 warheads, of 

which only 3720 are operational and 2000 are on standby

An observer of the chronology of the number of nuclear warheads in the world 

may sense reasonable optimism if he considers that The countdown necessarily 

means the possibility of reaching the end of the road (zero nuclear weapons), in 

1968 The world was threatened by the inevitable threat of suicide, as the nuclear 

arsenal included 70 thousand nuclear warheads, and in In 2010 it reached 25,000 

nuclear warheads, before it currently reached 13,400 nuclear warheads, of which 

3,720 warheads are operational with operational forces, and nearly 2,000 nuclear 

warheads are on standby75.

But if we consider that the probability of any of the terrorist organizations 

acquiring a nuclear warhead is one of the out of the 13,400 heads in the world 

currently, this means a threat to the demise of an entire city, and the death of 

most of its population, which may number into the millions if it is overcrowded76. 

In addition, the effects of lethal radiation will leave devastatimg long-term health 

consequences, including cancer and genetic damage. Moreover, one percent of 

the world’s nuclear weapons can disrupt the global climate and threaten up to 

two billion people with starvation as well as causing the largest movement of 

displaced people and refugees since the nuclear war77.

73 UN Secretary-General Announces an Entry into the Treaty on the Prohibition of Nuclear 
Weapons is In Progress - 2021
74 UN Website - March 23, 2010 
75 Stockholm International Peace Research Institute Yearbook - 2020 
76 International Campaign to Abolish Nuclear Weapons (ICAN) Nobel Peace Laureate 
77 Report of the US Nuclear Regulatory Commission on The Dangers of a Nuclear Bomb 

https://news.un.org/ar/story/2020/10/1064522
https://news.un.org/ar/story/2020/10/1064522
https://news.un.org/en/
https://www.sipri.org/sites/default/files/2020-06/yb20_summary_en_v2.pdf
https://www.icanw.org/catastrophic_harm
https://www.nrc.gov/docs/ML1814/ML18143B254.pdf
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                                  3.4 Cyber Security… The Most Important Thing

No country in the world is safe from cyber-attacks78, and since nuclear facilities79 

are not safe from cyber-attacks80, no part of the world is 100% safe from nuclear 

attacks. There is no doubt that the cyber field81, with all its capabilities, has 

witnessed remarkable exploitation by terrorist organizations, through the use 

of technological tools and the vast knowledge available to all, in what we call 

electronic jihad, which is no different from cyber crime behavior. Organized 

crime also engages in asset theft, the hacking of bank accounts, and promoting 

contraband, as well as the practice of psychological warfare, especially in light 

of the open circulation of social media82.

These are facts that the international community is not ashamed of recognizing83. 

Terrorists’ ability to obtain nuclear weapons depends on the extent of their ability 

to penetrate countries’ cybersecurity barriers around their nuclear assets, as well 

as access to sensitive knowledge within secret laboratories affiliated with these 

organizations. Cyber attacks have posed a threat to nuclear facilities for the 

past two decades, but protecting from them has now become more challenging 

given the ability of terrorist groups to access high-tech technologies and adopt 

measures that make them less traceable.

Since its establishment, ISIS has not concealed its desire to gain access to nuclear 

capabilities84, relying on electronic piracy through its specialized battalions. 

The organization carried out at least 20 cyber-attacks during 2015-2016, and 

even though it started seeing setbacks on the ground from 2017, the threat of 

its cyber-attacks in general, and against nuclear facilities in particular, did not 

stop. especially with the organization seeking to compensate for its military and 

geographical losses, the collapse of its caliphate project, and its subsequent 

78 Reuters, The Head of Microsoft: We Experienced the Largest Cyber Attack in History - 
February 15, 2021 
79 Bloomberg, Report on a Cyber   Attack on a US Nuclear Agency - December 17, 2020 
80 CNN, US Department of Energy: “Nuclear Security” Was not Affected By The Cyber Attack - 
December 18, 2020 
81 INTERPOL Website, INTERPOL Secretary General: 188 Countries at Risk of Chemical, 
Radiological or Nuclear Danger - 2011
82 “Tafneed” Platform of The Global Center for Combating Extremist Ideology (Etidal) - A study 
of “Digital Jihadists” 
83 TIME Magazine … US Nuclear Weapons Agency Hacked in Large-Scale Cyberattack
84  A Video Clip Broadcast by ISIS Platforms, to Launch An “Electronic War” - May 2015 

https://www.reuters.com/article/us-cyber-solarwinds-microsoft-idUSKBN2AF03R
https://www.reuters.com/article/us-cyber-solarwinds-microsoft-idUSKBN2AF03R
https://www.bloomberg.com/news/articles/2020-12-17/u-s-states-were-also-hacked-in-suspected-russian-attack
https://arabic.cnn.com/world/article/2020/12/18/us-energy-department-responding-cyber-breach
https://arabic.cnn.com/world/article/2020/12/18/us-energy-department-responding-cyber-breach
https://www.interpol.int/en/News-and-Events/News/2011/INTERPOL-global-summit-sets-course-for-collaboration-and-prevention-against-radiological-and-nuclear-terrorism
https://www.interpol.int/en/News-and-Events/News/2011/INTERPOL-global-summit-sets-course-for-collaboration-and-prevention-against-radiological-and-nuclear-terrorism
https://www.tafneed.org/الجهاديون-الرقميون/
https://www.tafneed.org/الجهاديون-الرقميون/
https://time.com/5922897/us-nuclear-weapons-energy-hacked/
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adoption of a survival strategy for the sake of survival, even if it meant pursuing 

an electronic caliphate85.

Terrorist organizations target the cyber security of nuclear facilities, with the 

aim of achieving multiple goals, the most prominent of which, as we mentioned, 

is to obtain accurate information. But they also seek to sabotage and cause 

disruption to the facilities, and perhaps most importantly, they seek to access 

and control capabilities, although security authorities in nuclear states rule this 

goal out86.

Despite the successive rise of ISIS’s cyber attacks, the percentage of countries 

that are ”highly protected“ against cyber attacks was at a modest 73% in 2020, but 

this is a marked improvement from 2016 when the rate was 57%. However, these 

statistics only represent the capacity to protect, rather than actual protection 

since only 47% of countries have an Incident Electronic Response Plan87, which 

is a very important preparatory requirement for cyber security, and is very similar 

to the military maneuvers carried out by countries before engaging in war.

And since the easiest goal for terrorist organizations is to steal nuclear 

information, only members of the nuclear club are presumed to be the main target, 

which causes an exponential rise in cyber threats against those countries88. 

This is especially since four out of the nine countries currently building nuclear 

power reactors have achieved a high score in the Nuclear Security Index, while 

the remaining five only achieved a medium score.

Threats also increase as nuclear states, and those implementing new energy 

projects, rely on the digitization of facilities and control centers and nuclear 

reactor systems, without establishing regulatory structures for nuclear security, 

which threatens to create more vulnerabilities and give new opportunities to 

nuclear terrorism, and negatively affect the peaceful use of Nuclear Energy89.

85 US Government Publishing Office website - Intelligence Leaders Testimonies about 
Cybersecurity Before a Senate Session
86 IAEA Website - Report on Computer Security at Nuclear Facilities
87 Nuclear Security Index 2020 
88 UN - Disarmament Yearbook, Warns of Continuing Threat of Terrorism and Non-State 
Acquisition of Nuclear Weapons and Their Means of Delivery - 2019 
89 Nuclear Security Index 2020 

https://www.govinfo.gov/content/pkg/CHRG-115shrg31263/html/CHRG-115shrg31263.htm
https://www.govinfo.gov/content/pkg/CHRG-115shrg31263/html/CHRG-115shrg31263.htm
https://www-pub.iaea.org/MTCD/Publications/PDF/Pub1527a_web.pdf
https://media.nti.org/documents/2020_NTI-Index_Report_Final.pdf
https://documents.unoda.org/yearbook/2019/2019-YB-II-web.pdf
https://documents.unoda.org/yearbook/2019/2019-YB-II-web.pdf
https://media.nti.org/documents/2020_NTI-Index_Report_Final.pdf
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3.5  Covid-19 and Nuclear Security

Since the end of 2019, the world has been in the midst of the worst pandemic 

in a hundred years90, and extremist organizations have made repeated efforts 

to exploit the situation for their goals. Continued global instability has allowed 

them to develop in several ways, including nuclear security, largely due to poor 

pandemic planning. The immediate risks prompted the IAEA to issue special 

guidelines for dealing with the pandemic, including protecting nuclear facilities 

and know-how, but this did not prevent growing concern about the dangers 

of cyber attacks. The pandemic has forced nuclear facilities to make major 

changes in the way their employees work as well as their regulatory oversight 

approaches91, as the pandemic led to ”selective institutional disengagement“ (a 

term coined by the German economist in Nineteenth century Friedrich List92).

Since the outbreak of Covid-19, the nuclear security field has been impacted by 

the postponement of several events, such as the eighth review meeting of the 

Nuclear Safety Agreement, the seventh review cycle of the Joint Agreement on 

Safety Spent Fuel Management and Radioactive Waste Management Safety. The 

IAEA has accordingly, intensified calls for nuclear safety meetings93.

While  the  world  was  busy developing vaccines to fight the deadly virus, ISIS 

perceived the pandemic as a dangling fruit, creating plans to invest in it, develop 

operations94, expand biological activitities95, and attempt to overcome nuclear 

and radiological obstacles, all of which the international community was alerted 

to during the April 2020 UN Security Council session that was held to discuss 

the repercussions of the pandemic96. The session highlighted evidence that 

terrorist groups would attempt to exploit the crisis and launch attacks anywhere 

and through any means, with the UN paying particular attention to the threat of 

90 INTERPOL Website, Terrorist Groups Exploiting Corona Pandemic to Consolidate Their Power 
and Influence - December 2020
91 US Stimson Research Center, Nuclear Security Review - 2020 
92 Manohar Parrikar Institute for Defense Studies and Analyses in India
93 IAEA Website - Operational, Safety and Security Report on Nuclear Facilities and Activities 
During the Outbreak of Corona Pandemic
94 UN Website - The Security Council Urges Global Cooperation to Confront Terrorism in Light of 
Corona Pandemic
95 Asharq Al-Awsat Newspaper, “Corona” Attracts the Attention of “Extremists” to “Biological 
errorism” May 26, 2020
96 UN Website - Secretary-General Warns: Corona Virus Threatens Global Peace and Security

https://www.interpol.int/ar/1/1/2020/1914
https://www.interpol.int/ar/1/1/2020/1914
https://www.stimson.org/2021/nuclear-security-in-review-2020-stimsoncenter/
https://idsa.in/issuebrief/covid-19-nuclear-issues-rnayan-210420
https://www.iaea.org/sites/default/files/20/06/govinf2020-8.pdf
https://www.iaea.org/sites/default/files/20/06/govinf2020-8.pdf
https://news.un.org/en/
https://news.un.org/en/
https://news.un.org/en/
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unconventional attacks, such as biological toxins that would emulate Covid-19 

behavior97.

3.6 System of Physical Protection

With the continued presence of terrorist groups in certain geographical spaces 

within states ,the danger that they may acquire nuclear materials from storage 

facilities to build bombs ,continues .This is especially true for states that haven’t 

signed or ratified the 1980 Physical Protection of Nuclear Material Agreement 

(amended in 2005), which is the only legally-binding international undertaking in 

the physical protection of nuclear material. The agreement sets out measures 

related to detecting and punishing crimes related to nuclear materials, combating 

acts of nuclear terrorism, protecting nuclear materials from theft, or appropriation 

in any illegal way, during the operations of use, storage, or transportation98. 

During the past decade, more than one incident has raised the international 

community’s concerns about the intentions of terrorist organizations, acts of 

theft or the targeting of storage facilities for nuclear warheads, so countries 

dedicate huge allocations within their annual budgets to protect their nuclear 

resources99. The United States’ budget allocation for nuclear power, for example, 

was estimated at $494 billion during 2019-2028, including safeguard clauses100.

3.7  Exploitation of Conflict in the Middle East

The collapse of states and their institutional systems remains one of the most 

attractive features for terrorist organizations. For over half a century, the Middle 

East region has seen severe conflicts, which have escalated in intensity during 

the past two decades, with terrorist organizations exploiting them and taking 

root in several, destabilized countries.The Middle East region ,which is floating 

on a  sea of    conflicts  ,does  not  need more  security  volcanoes ,and the  threat 

of a nuclear bomb falling into the hands of terrorists or separatist militias has 

raised fear and concern on both a regional and international level. The threat 

of proliferation of weapons of mass destruction is assumed to end in nuclear 

chaos and unequal possession of nuclear capabilities.Over the past few years, 

the United Nations has sought  to  eradicate  the weapons of  mass destruction 

97  Report of Pool Re, a British Specialist in Terrorism Insurance
98  IAEA Website - Arabic Version of the Physical Protection of Nuclear Material Agreement
99  The British Telegraph Newspaper
100 US Congressional Budget Office - 2019 Report

https://www.poolre.co.uk/reports/covid-19-and-terrorism-report/
https://www.iaea.org/sites/default/files/infcirc274r1_ar.pdf
https://web.archive.org/web/20201111232619/https:/www.telegraph.co.uk/news/worldnews/asia/pakistan/9480134/Taliban-attack-on-airbase-raises-questions-about-security-of-Pakistans-nuclear-weapons.html
https://www.cbo.gov/publication/54914
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from the Middle East, but it hasn’t succeeded in holding a conference on this 

issue under its auspices, except for one in 2019, which was held because of 

escalating tensions in the region between well-equipped armed militias and 

terrorist organizations across several countries101. 

However, the conference failed to reach a binding agreement on eradicating 

all weapons of mass destruction and since then, the risks have multiplied 

due to continued failure to achieve universal application of the Nuclear Non-

Proliferation Treaty, the continued violations of its provisions, and the failure to 

attain universality in the major instruments governing nuclear security, including 

the agreement on the Physical Protection of Nuclear Material (1980; amended 

2005) and the International Agreement of Suppression the Acts of Nuclear 

Terrorism (2005).

Nuclear terrorism in the Middle East is the most dangerous and potential threat 

on this scale, compared to any other region in the world. In 2003, there were at 

least 6,545 sources of radioactivity under controlled usage in the region, mostly 

used for medical diagnosis, academic research and commercial sources, which 

is why it was within the reach of terrorists102. The IAEA authorizes the use of 

more than 1,000 radioactive devices, 125 of which  would pose a security risk if 

they were acquired by terrorists103.

Needless to say, the process of evacuating any area of   weapons of mass 

destruction is, in fact, extremely complex, starting with the geographic scope of 

that area as a prerequisite and ending with the obligation of nuclear disarmament, 

or preventing its possession. This means that we are facing a threat that cannot 

be immediately resolved. Terrorists need to be countered first and then the world 

can seek to preserve international peace and security104.

3.8  Exorbitant Security Cost

Nuclear capabilities are very expensive ,not just in terms of operational use and 

disposal of nuclear waste, but also protection from resources and knowledge 

falling into the hands of terrorists, which requires an annual budget of about $6 

billion105.
101  UN Website: Reasons Behind Supporting Regional Nuclear-Weapon-Free Zones
102  US Government Accountability Office Website Report No. 638 - GAO-03
103  ibid. 
104 IAEA Website - Towards a Nuclear Weapon Free Zone Report
105 Stanford University Website - San Francisco Bay, Publication Entitled: “The Exorbitant Costs 
of Nuclear Waste in the United States”

https://news.un.org/en/
https://www.gao.gov/assets/gao-03-638.pdf
https://www.gao.gov/assets/gao-03-638.pdf
https://inis.iaea.org/collection/NCLCollectionStore/_Public/23/037/23037429.pdf
https://earth.stanford.edu/news/steep-costs-nuclear-waste-us#gs.5rjzsi
https://earth.stanford.edu/news/steep-costs-nuclear-waste-us#gs.5rjzsi
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For example, the costs of nuclear safety in Japan have risen to staggering 

levels, with total spending to bring nuclear plants into compliance with global 

standards, at about 4.8 trillion yen ($44.2 billion ), during 2019106. The United 

States Congress approved in the 2021 budget a financial allocation for the 

Department of Energy’s National Nuclear Security Agency - worth $19.8 billion - 

an increase of $3.1 billion, up18.4% from last year107.

The appropriation stipulated that these funds would be directed to financing 

the pillars of nuclear security and protect the stockpile of nuclear weapons. In 

addition, the funds would reduce the risk of nuclear proliferation and nuclear 

terrorism around the world, In the future, the same budget requests are expected 

to reach $50 billion108. On the other hand, the budget for financing the IAEA, 

which is responsible for non-proliferation programs and the protection of nuclear 

security globally, is 595.7 million euros during 2021, with funding divided into two 

parts: The first for the regular budget, whereby the contribution of all member 

states is evaluated annually; and the second for voluntary contributions outside 

the budget framework109.

3.9 The Technical Ability of Death Organizations... Drones as a Model

In the spring of 2016, the British Prime Minister David Cameron claimed that ISIS 

had plans to use unmanned aircraft drones to launch attacks on nuclear facilities 

in Western countries110. This was not just alarming, giving the devastating goal 

planned by the organization, but at the theoretical and practical level, ISIS had 

already revealed its use of drones in several attacks in Iraq and Syria. The footages 

they possessed indicated their capability to use this technology. The danger of 

threatening a nuclear facility with drones was recorded in several incidents. For 

example, in October 2014, several unidentified drones flew over seven French 

nuclear power plants111, and the same attempt was repeated in 2016 with more 

than 15 drones in the restricted airspace over French nuclear power plants112. 

Terrorist motives were not excluded from the circumstances of this incident, 

106 Japan’s Nikkei Newspaper, Japan’s Nuclear Safety Costs Soar to Staggering Levels - July 9, 2019 
107 US National Nuclear Security Agency - Budget Statement 2021
108 US Congressional Budget Office
109 IAEA Website - 2021 Budget Update
110 The British Telegraph Newspaper - ISIS Plans to Use Drones to Launch a Nuclear Attack on 
the West
111 Le Point Newspaper, Drones Fly Over French Nuclear Power Plants - October 30, 2014
112 Lexpress Magazine - Drones Fly Over Nuclear Power Plants 

https://asia.nikkei.com/Business/Energy/Nuclear-safety-costs-in-Japan-surge-to-staggering-heights
https://www.energy.gov/nnsa/budget
https://www.cbo.gov/publication/54914
https://www.cbo.gov/publication/54914
https://www.telegraph.co.uk/news/2016/04/01/isil-plotting-to-use-drones-for-nuclear-attack-on-west/
https://www.telegraph.co.uk/news/2016/04/01/isil-plotting-to-use-drones-for-nuclear-attack-on-west/
https://www.lepoint.fr/societe/des-drones-survolent-les-centrales-nucleaires-francaises-30-10-2014-1877067_23.php
https://www.lexpress.fr/actualite/societe/drones-survolant-des-centrales-nucleaires_1619292.html
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which coincided with several other terrorist attacks in France. Similar incidents 

followed in other European countries, such as the flight of a drone over Hague 

Station in Western Netherlands, the world leader in the recycling of used nuclear 

fuel113.

This challenge becomes even greater with the expanding the use of drones by 

terrorist organizations and militias as a cheap and easy-to-point weapon114. It has 

a very low thermal signature, which is undetectable by radars, and can perform 

multiple tasks for the organizations at once, such as sabotaging a nuclear facility, 

increasing the chances of dangerous leakage, collecting technical data115, and 

threatening physical protection systems116. All these threats make the drones 

the greatest future threat to global nuclear security, and terrorism that threatens 

the defense lines of power plants very easily117.

4. Confrontation System

It has not been proven that any terrorist organization has acquired a nuclear 

weapon at all despite the repeated and serious attempts during the past half 

century. Hence, counter-nuclear terrorism efforts are currently focused on 

countering the potential threat and terrorist plans of reaching to a deterrent 

and destructive ability, avoiding being involved into cycles of disarmament from 

rogue groups or extremist organizations. Despite the absence of an international 

strategy to confront nuclear terrorism, the confrontation from its current 

perspective can be divided according to two main frameworks, as follows:

4.1 International Framework

The means of combating nuclear terrorism in this regard are represented in 

international conventions, treaties and agreements, and UN procedures and 

resolutions issued by the UN Security Council, whether with regard to terrorism 

in general, or those concerned with combating acts of biological, radiological 

and nuclear terrorism. The most prominent pillars of this framework are:

113 Le Monde Newspaper, Greenpeace Sends Two Drones to the Hague Nuclear Site - January 
25, 2019 
114 Forbes Magazine, “The US Military Has Learned to Fight Against Improvised Explosive 
Devices, can It Do the Same for Airplanes? 
115 US Department of Energy Office of Scientific and Technical Information
116 King’s College London - Nuclear Security Report 2020 
117 Greenpeace Website (a Non-Governmental Organization Concerned with Environmental 
Peace) - Report Entitled: “Drones and the Security of Nuclear Facilities”

https://www.lemonde.fr/energies/article/2019/01/25/greenpeace-envoie-deux-drones-sur-le-site-nucleaire-de-la-hague_5414531_1653054.html
https://www.lemonde.fr/energies/article/2019/01/25/greenpeace-envoie-deux-drones-sur-le-site-nucleaire-de-la-hague_5414531_1653054.html
https://www.forbes.com/sites/vikrammittal/2020/12/23/drones-the-next-ied/?sh=39f043e54fa3
https://www.forbes.com/sites/vikrammittal/2020/12/23/drones-the-next-ied/?sh=39f043e54fa3
https://www.osti.gov/biblio/1356834
https://www.greenpeace.fr/drones-et-securite-des-installations-nucleaires-francaises/
https://www.greenpeace.fr/drones-et-securite-des-installations-nucleaires-francaises/
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4.1.1 Statute of the International Atomic Energy Agency (IAEA)

IAEA is an international institution entrusted with the task of protecting global 

nuclear security, non-proliferation, and terrorist practices involving weapons of 

mass destruction. The statute of the agency was approved in October 1956 at 

the headquarters of the UN, and it came into being in June of the following year, 

after which it was amended three times118.

Though the Nuclear Security program (NSP), this platform provides training, 

assistance, and technical advice to states; facilitate the exchange of information; 

improves the physical protection of nuclear facilities; detects illicit activities 

and plans of radiological terrorist; and counters smuggling with the data made 

available to the agency from the Illicit Trafficking Database, that was established 

in 1997. Since the beginning of this century, the Agency has carried out a 

comprehensive review of its activities and programs concerned with prevention 

of acts of terrorism on nuclear and radioactive materials. Its strategy is currently 

based on three main areas of nuclear security: prevention, detection, and data 

coordination119.

4.1.2 Treaty on the Non-Proliferation of Nuclear Weapons

This is a global governing framework for efforts to prevent the spread of nuclear 

weapons, eliminate existing weapons, and restrict uses to peaceful activities of 

nuclear energy entirely. It was signed in 1968, and entered into force in March 

1970. The IAEA is not a party to this Treaty120, which gives it the responsibility 

to verify that all members fulfil their obligations, and that nuclear energy does 

not deviate from its peaceful uses and protect it from falling into the hands of 

terrorists.

4.1.3 The International Convention for the Suppression of Acts of Nuclear 

Terrorism

Since 1997, the UN has sought to develop what can be described as a 

comprehensive legal framework to confront international terrorism. It announced 

in its general assembly during the same year, Resolution 60/49 that aimed at 

covering all aspects of terrorist activities. As well as Resolution 210/ 51 of 

118 IAEA website - Primary Law 
119  International Peace Institute (IPI) Report on the Roles of IAEA 
120 IAEA Website - Publication Entitled “The Agency and Non-Proliferation”

https://www.greenpeace.fr/drones-et-securite-des-installations-nucleaires-francaises/
https://www.ipinst.org/wp-content/uploads/2012/06/pdfs_terrorism-directory_11-IAEA.pdf
https://www.iaea.org/topics/non-proliferation-treaty
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1997121, which called for the establishment of a specialized committee to 

draw up an international convention to suppress the acts of nuclear terrorism 

and completion of relevant international covenants that do not adequately 

address terrorist activities. The work of that committee took eight years, until 

the convention was approved in 2005 and it has since become stipulated 

for criminalizing any organizations, militias, individuals, entities or parties 

that possess radioactive material; making unlawful nuclear detonators; and 

threatening, illegally obtaining or ordering radioactive materials. The signatory 

states are obligated to enact the necessary legislation, and to create a legal 

environment for criminalization122.

4.1.4 Security Council Resolutions

During the past two decades, the members of the UN Security Council have 

shown a great interest in the threat to international peace and security in the 

context of  terrorist organizations’ threat to nuclear security. The Council has 

issued several decisions in this regard, the most important of which are:

Resolution 13733/ 2001123, which states to draw the world’s attention to the need 

to strengthen and coordinate national, regional, and international efforts to meet 

the serious challenge and threat posed by the close link between international 

terrorism, organized crime, illegal trafficking of drugs or weapons, money 

laundering, illegal transfer of nuclear, chemical and biological materials, which 

can cause fatal effects.

Resolution 2325/ 2016124, which warns against terrorist organizations exploiting 

rapid technological development to acquire a nuclear or chemical weapon. The 

resolution called on countries to review this global variable of nuclear proliferation 

risks and the need to continue to enhance cooperation between the Committee, 

established under resolution 1540, the Security Council Committee on the 

Activities of ISIS, Al-Qaeda, and associated individuals, Groups and Entities, and 

the 2001 Security Council Committee on Combating Terrorism.

4.1.5 Convention on the Physical Protection of Nuclear Material

The capabilities and technologies required for the process of manufacturing a 

nuclear weapon present major obstacles for terrorist organizations to achieve 

121 UN Website - Resolution No. 51/210 of 1997
122 UN Website - International Agreement for the Suppression of Acts of Nuclear Terrorism
123 UN Website - Security Council Resolutions 1373 (2001)
124 UN Website - Security Council Resolution 2325 (2016)

https://documents-dds-ny.un.org/doc/UNDOC/GEN/N97/761/65/PDF/N9776165.pdf?OpenElement
https://www.unodc.org/documents/congress/background-information/Terrorism/Nuclear_Terrorism_Convention_Arabic.pdf
https://documents-dds-ny.un.org/doc/UNDOC/GEN/N16/442/57/PDF/N1644257.pdf?OpenElement
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this target. Therefore, they use other ways such as stealing nuclear materials, 

seizing them during transportation, or obtaining them by making illegal 

purchases. Thus, the Convention on the Physical Protection of Nuclear Material 

and Facilities, which entered into force in 1987125, and its amended text in 2005126, 

is the main foundations for confronting these terrorist activities. It protects 

nuclear materials from theft and from any other form of unlawful appropriation 

while being used, stored or transported. It includes measures to reduce the risk 

of a terrorist attack using nuclear materials, smuggling such materials, and 

attacks on a nuclear power plant or other nuclear facility or nuclear materials 

during transportation. The convention also ensures the implementation of rapid 

and comprehensive measures aimed at locating lost or stolen nuclear materials, 

and retrieve them when necessary, protect them from sabotage, and work to 

mitigate radiological consequences.

4.1.6 Riyadh Declaration 2005

This declaration was issued by International Counter-Terrorism Conference, and 

it was hosted in Riyadh by the Kingdom of Saudi Arabia, between 5-8 February 

2005127. It states that special attention must be paid to the measurements of 

preventing terrorists from acquiring weapons of mass destruction and their means 

of delivery. Following this announcement, the United Nations adopted Saudi 

Arabia’s proposal to establish the International Center for Combating Terrorism, 

which was approved as one of the foundations of the United Nations Global 

Counter-Terrorism Strategy. The Center is currently concerned with supporting 

the exchange of information, experiences, and developing ways of cooperation 

on defense, confronting, and dealing with terrorist attacks, especially the threats 

regarding the use of weapons of mass destruction and nuclear terrorism.128

4.2 Binary Frame

It is represented in bilateral agreements and treaties that one country can 

conclude with another in the matter of combating nuclear terrorism in accordance 

with international principles and conventions, foremost of which is the Law of 

125 IAEA Website - Text of the Agreement on the Physical Protection of Nuclear Material
126  Ibid., Text of the amendment of the Agreement on the Physical Protection of Nuclear 
Material
127  UN Website - Final Report of the International Conference on Counter-Terrorism - Riyadh 
5-8 February 2005
128 Ibid., A Publication Entitled: International Center for Combating Terrorism

https://www.iaea.org/sites/default/files/infcirc274r1_ar.pdf
https://www.iaea.org/sites/default/files/infcirc274r1m1_ar.pdf
https://www.iaea.org/sites/default/files/infcirc274r1m1_ar.pdf
� The Previous Reference, A Publication Entitled: International Center for Combating Terrorism
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Treaties of 1969 and the Vienna Convention Treaties that entered into force 

in 1980, and considered as a key reference for everything related to treaties 

between the states.

Conclusion

Nuclear terrorism is still a threat that requires international mettle to confront it 

in its early stages, and to implement effective proactive steps to avoid risks and 

repercussions. The periodic monitoring of extremist groups always indicates a 

clear change in their patterns and activities. This is what advanced ideological 

confrontations confront, which would deprive these groups and organizations of 

promoting its motives for possessing such a dangerous and destructive weapon. 

Also, confronting nuclear terrorism is a global responsibility, which pushes 

the international community towards the need to strengthen the governance 

of nuclear security, and establishing international and periodic channels of 

communication to improve the exchange of experience and information, 

especially since the IAEA’s atomic database depends mainly on the level of 

transparency of countries. Thus, the documentation of theft cases, losses or 

acquisitions of nuclear materials by a terrorist organization remains subject to 

the degree of disclosure of these facts, and the commitment of countries to 

the UN terms and agreements that control these tracks and subject them to 

supervision of the international bodies concerned with the security and safety 

of everyone. Therefore, there are proposals to combat terrorism, which include 

the following:

• Terrorists have attempted to exploit the global circumstances of the 

Covid-19 pandemic, and the negative repercussions that affected the global 

institutional interdependence. The international system responded to this 

with proactive measures to prevent terrorist organizations from leaving the 

pandemic with any geographical, technological, or weapon gains. However, 

efforts remain dependent on the principle of patience in the face of terrorism.

• The fact that terrorist organizations possess information that could lead 

them to manufacture a nuclear weapon is linked to the modern challenge of 

security, preventing technological terrorist expansion, and stopping what can 

be described as efforts to establish cyber extremism. Given what this novel 

challenge represents (due to its own nature compared to other matters), it 
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remains the weakest link in protecting the future of global nuclear security.

• The culture of nuclear security imposes a responsibility on countries with 

nuclear capabilities. It does not only stop the use of nuclear weapons for 

military purposes, but it extends to protecting the materials of nuclear 

weapons from falling into the hands of terrorists in any way, whether through 

theft, recruitment of employees and technicians, or carrying out an act of 

sabotage and terrorism against nuclear facilities. Not to mention that there 

are four new countries, out of nine, that are currently implementing nuclear 

power reactors and have gained a high score in the latest Nuclear Security 

Index, while five countries have an average score, which means that their 

facilities are vulnerable to burglary and theft.

• Terrorist organizations’ possessions of advanced technologies, such 

as drones, presents a defense and security challenge in terms of nuclear 

security. The incidents of flying drones over nuclear plants in Europe indicate 

the inevitability of cooperation in the field combating these organizations’ 

attempts to threaten or acquire nuclear weapons.

• The mere declaration by terrorist organizations of their desire to acquire 

a nuclear weapon can fall under the propaganda of shock and terrify and 

psychological deterrence. Despite this, it can only be taken seriously, as the 

repercussions do not tolerate wrong assessments, and assuming the worst 

always protect against bad risks.

• Attempts by extremist organizations to gain influence in a number of regions 

during the past decade have contributed greatly to fuelling extremism and 

boosted terrorists’ desire to acquire nuclear capabilities.

• Preventing terrorists from obtaining nuclear weapons, and suppressing 

acts of nuclear terrorism, are directly and practically linked to the success 

of nuclear non-proliferation efforts, so the system must be supported even 

more now in order to fix bugs that have plagued it over the past decade – 

especially the last three years - which have seen the disposal of only one 

nuclear warhead.

• The decreasing number of nuclear warheads should not be viewed with a 

heightened sense of security. The threat of a terrorist organization detonating 
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a single nuclear warhead in a densely populated city could leave millions of 

casualties, as well as the inevitable spread of the threat to the world, based 

on the rule that the strength of the global security is as strong as its weakest 

link.

• The Middle East is considered one of the most affected regions by terrorist 

activities. These terrorists are taking advantage of the international 

community’s failure in reaching an understanding regarding the efforts to 

freeing the Middle East from weapons of mass destruction, and ending the 

conflicts in the region and civil wars through which terrorism can implement 

many of its goals.

• There is no room for global dispute over the extent to which terrorist 

organizations have access to a nuclear weapon. What fell under the terms 

of theoretical possibilities decades ago has become realistic during the past 

two decades, with the merging between terrorism and organized crime, the 

possession of advanced technological weaponry capabilities by terrorists, 

and the formation of extremist electronic networks that raise the chances 

of nuclear research and weapons’ data falling into the grip of terrorist 

organizations.

• The fight against nuclear terrorism requires strengthening and supporting the 

development of global nuclear security governance, and the establishment of 

international channels of periodic communication to improve the exchange 

of experiences and information. Especially since the database of the 

IAEA depends mainly on the level of transparency of countries. Thus, the 

documentation of theft, loss of nuclear materials, or the acquisition of them 

by terrorist organization, remains subject to the degree of disclosure of these 

facts.

• Knowing that nuclear terrorism is possible and not impossible, and that 

any nuclear terrorist attack would have its repercussions on the global 

economy, as well as the human and environmental consequences. Therefore, 

the international community should seriously consider the post-disaster 

scenarios of nuclear terrorist attackS, or assume that a terrorist organization 

possesses a nuclear weapon. As the proactive strategy for all aspects of 

this threat contributes greatly to the creation of possible solutions and 

confrontation mechanisms when it occurs.                          
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